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A b s t r a c t
Introduction: the article is devoted to the analysis of legal mechanisms for 

countering disinformation in the framework of combating propaganda of a 
criminal lifestyle as a separate subculture. Purpose: based on the generalization 
of theoretical, legal, organizational and preventive methods of countering 
disinformation aimed at spreading destructive subcultures, including those 
promoting a criminal lifestyle as an acceptable social phenomenon, to identify 
promising areas for the formation of a sustainable anti-criminal worldview. 
Methods: historical, comparative legal, empirical methods of description, 
interpretation; theoretical methods of formal and dialectical logic; private 
scientific methods: interdisciplinary, systemic, comparative legal, statistical, 
system-structural, sociological. Results: the concept of a criminal lifestyle, 
its public danger and impact on young people and the role of legal norms in 
preventing the spread of disinformation that supports such views are considered. 
The article analyses current legislative initiatives, law enforcement issues, 
and proposals to improve legal regulation in the context of combating criminal 
propaganda. In addition, some socio-economic factors contributing to the 
spread of the destructive ideology, primarily among young people, are identified. 
Conclusion: the fight against disinformation should be based on an integrated 
approach that takes into account both legislative and educational measures. To 
reduce the demand of certain social strata for information of this kind, solving 
socio-economic problems is an important element of the system of measures to 
counter the spread of a destructive ideology of the criminal subculture. Measures 
aimed at forming an anti-criminal worldview should be implemented not only by 
law enforcement agencies, but also by prevention agencies with the involvement 
of public organizations.
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Introduction
Subcultures that support a criminal lifestyle 

are becoming an increasingly prominent ele-
ment in the society. Among the threats posed by 
such subcultures, a special place is occupied 
by their ability to spread disinformation, which 
creates a false perception about the attractive-
ness of criminal life among young people. Pro-
paganda of such ideologies is often carried out 
through Internet platforms, mass media and 
other communication channels, which poses a 
threat to public safety and stability. In this re-
gard, legal mechanisms for countering disinfor-
mation in the fight against criminal propaganda 
require careful analysis and improvement.

Concept of criminal lifestyle as a subculture
A criminal lifestyle is a system of norms, val-

ues, and attitudes that justifies breaking the law 
and engaging in criminal activity. Such a sub-
culture forms strong beliefs among its mem-
bers that crime is not only justified, but also a 
profitable way to achieve personal goals. This 
leads to a distortion of ideas about law and jus-
tice, which in turn contributes to an increase in 
crime, especially among young people.

Russian researchers F.R. Khisamutdinov and 
A.E. Shalagin define criminal subculture as a 
system of values, customs, traditions, norms 
and rules of behavior distorted under the influ-
ence of the criminal world, which contributes to 
the organization and manageability of criminal 
groups and communities [1, p. 46]. According 
to Ya.E. Knol’ and V.Yu. Britik, a criminal sub-
culture is formed primarily among marginalized 
groups of the population, which often include 
young people from disadvantaged families and 
people in difficult situations. At the same time, a 
criminal subculture is associated with the image 
of a “tough guy”, which contributes to its spread 
among young people who seek self-affirmation 
and recognition [2].

Modern criminal subcultures, such as, for 
example, the AUE extremist movement recog-
nized as extremist in Russia, are widespread 
on the Internet, where the dissemination of in-
formation about criminal exploits and “heroes” 
becomes an element of maintaining the internal 
identity of groups. Thus, misinformation that 
supports a criminal lifestyle plays a key role in 
ensuring the viability of such communities.

Young people are the most susceptible to the 
destructive influence of misinformation, which 
forms false attitudes and beliefs. It is notewor-
thy that ideas romanticizing a criminal lifestyle 
often spread among people without criminal 
experience.

For A.M. Ryabkov and Yu.A. Tokareva who 
refer to the research of American scientists R. 
Merton, R. Cloward and L. Ohlin, it is contradic-
tions in public life that trigger development of 
a criminal subculture. For example, the contra-
diction between the values imposed by society 
and the possibilities for achieving them accord-
ing to the rules established by this society, as 
well as the difference between values of the 
lower strata and the middle class, is a prereq-
uisite for the spread of a criminal subculture. At 
the same time, modern foreign psychologists 
point to the need for adolescents to belong to a 
strong group and a bright leader who forms the 
laws and principles of interaction him/herself, 
not obeying generally accepted norms [3, pp. 
11–12]. At the same time, psychological foun-
dations for the formation of a criminal subcul-
ture include external and internal factors. The 
former include attractiveness of antisocial be-
havior as independence and freedom, while the 
latter are based on the age-related features of 
personality development and the need for self-
expression [3, p. 12].

Problems of spreading disinformation and its 
impact on society

Disinformation that supports criminal values 
can be presented in various forms: from fake 
stories about the heroism of criminals to dis-
torted ideas about life in prison and rules of the 
criminal world. This information is disseminated 
through blogs, social media, video content, and 
other modern media platforms, making it par-
ticularly difficult to combat.

It is noteworthy that young people brought 
to criminal liability primarily receive information 
about a criminal subculture from the Internet 
and social networks. At the same time, school-
children serving a suspended sentence more 
often use criminal jargon and nicknames and 
listen to musical compositions promoting pris-
on romance and a criminal lifestyle than those 
serving sentences in juvenile correctional fa-
cilities. They are more likely to follow unofficial 
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the dissemination of destructive ideologies. It 
is noteworthy that often ideas romanticizing a 
criminal lifestyle are spread not in conversa-
tions with people who have a criminal record, 
but on the Internet.

A.A. Glukhova and D.A. Shpilev identify five 
main techniques used by website moderators:

1) substitution of traditional values by the 
criminal world ideology;

2) propaganda of sociopathic attitudes;
3) forcing the user to register on the website;
4) propaganda of aggressive behavior;
5) formation of a persistent ironic and nega-

tive attitude towards representatives of the law 
enforcement system [5, p. 1,646].

In this case, website moderators act as per-
sons who create conditions for the activities 
of a criminal subculture rather than those di-
rectly organizing the activities themselves [5, p. 
1,650].

Researchers identify six stages of teenag-
ers’ involvement in subculture:

1) the first acquaintance with materials of the 
website in order to arouse interest in the con-
tent;

2) registration on the website where the “as 
a dare” technique is used (“A website for tough 
guys”, “No gays here”, etc.);

3) discussion of universal human values, as 
well as rules of behavior of tough guys;

4) substitution of traditional values by the 
criminal world ideology starting with the dis-
cussion of theses no one can disagree with;

5) propaganda of social attitudes leading to 
the formation of the desire to ignore and violate 
the rights of others;

6) clarification of criminal customs and the 
special status of a thief in law.

Thus, this system is capable of forming con-
trolled fighters with clear sociopathic, anti-law 
enforcement attitudes [5, p. 1,656]. As the 
above analysis shows, the spread of the crimi-
nal subculture ideology on the Internet is a so-
cially dangerous phenomenon that can lead to 
general criminalization of society, especially 
the younger generation.

Legal mechanisms for countering disinfor-
mation

Nowadays, there are various norms in Rus-
sian legislation aimed at combating propagan-

laws, norms and rules. This phenomenon can 
be partially explained by the work to curb the 
spread of criminal ideology carried out in juve-
nile correctional facilities [3, pp. 14–16].

Young people are vulnerable to such propa-
ganda and often lack sufficient knowledge to 
evaluate the information. As a result, they get 
a false perception of criminal life as not only a 
legitimate, but also an attractive alternative to 
traditional ways of achieving success.

It should be noted that the problem of the 
younger generation’s involvement in criminal 
subcultures is typical for many countries. Thus, 
A.A. Rean and I.A. Konovalov cite as examples 
groups of minors in the USA, Latin America and 
the Caribbean, Canada, Europe, China, Hong 
Kong, Africa and Australia. At the same time, 
in the United States, the emergence of youth 
criminal groups is associated with social and 
economic reasons, such as the search for se-
curity and the desire to earn money [4, p. 194]. 
European youth criminal gangs are smaller 
in size compared to American ones and show 
lower crime rates. Their descriptions often re-
fer to subculture, dating networks, and prob-
lematic behavior [4, p. 195]. Chinese juvenile 
criminal subcultures are characterized by low 
organization, short-term presence of mem-
bers in their composition, territorial attachment 
and commission of crimes in public places that 
do not pose a particular danger, but can lead 
to severe punishment in accordance with the 
law. In Hong Kong, most criminal youth sub-
cultures receive financial and organizational 
support from “triads” (historically established 
organized crime groups) [4, p. 196]. Australia 
is characterized by the presence of ethnic con-
flicts among the youth of criminal subcultures 
defending their territory and intra-group status 
[4, p. 199]. In African countries, the presence of 
juvenile criminal subcultures is associated with 
a difficult socio-political situation in the region. 
At the same time, we identified a correlation 
between the experience of imprisonment and 
involvement in criminal groups in South Africa  
[4, p. 199].

Thus, the formation of a criminal subculture 
is often connected with social problems of so-
ciety. However, false beliefs about the permis-
sibility of a criminal lifestyle are formed due to 
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da of violence, crime and extremism, but they 
do not always effectively counteract disinfor-
mation related to criminal subcultures.

By the decision of the Supreme Court of the 
Russian Federation of August 17, 2020 in case 
no. AKPI20-514c, the international public move-
ment “Arrested Criminal Unity” was recognized 
as extremist and its activities are prohibited on 
the territory of the Russian Federation. This de-
cision has a number of legal consequences not 
only for members of the extremist organization 
but also for those who carry out its propaganda.

At the same time, it is worth noting that the 
definition specified in the decision of the Su-
preme Court of the Russian Federation does 
not correspond to the definitions given in the 
Federal Law No. 114-FZ of July 25, 2002 “On 
Countering Extremist Activities” and the Crimi-
nal Code of the Russian Federation. According 
to this federal law, the definition of an extremist 
organization is given in the absence of a defini-
tion of the concept of movement [6, p. 76].

The key norms regulating the fight against 
propaganda of criminal ideologies are articles 
of the Criminal Code of the Russian Federa-
tion aimed at suppressing activities related to 
calls for violence, incitement to hatred or hos-
tility. It is important that these articles deal not 
only with direct calls to commit crimes, but also 
with indirect propaganda of a criminal lifestyle. 
However, their application in practice faces dif-
ficulties related to defining the boundaries be-
tween freedom of speech and criminally pun-
ishable actions. In addition, as noted by M.P. 
Kleimenov, M.G. Kozlovskaya, A.I. Savel’ev, the 
norms of criminal law provide for responsibility 
for organizing activities of not only an extremist 
organization in accordance with Article 282.2, 
but also an extremist community in accordance 
with Article 282.1 of the Criminal Code of the 
Russian Federation. This raises the question of 
qualifying activities of the AUE movement as a 
community or organization [7, p. 76].

The resolution of the Plenum of the Supreme 
Court of the Russian Federation No. 11 of June 
28, 2011 “On judicial practice in criminal cases 
of extremist crimes” does not explicitly clarify 
the issue of qualifying the AUE movement as an 
organization or community, however, the con-
cepts of an extremist organization and an ex-

tremist community are disclosed. An extremist 
community is defined as a stable group of in-
dividuals who have joined together to prepare 
or commit one or more extremist crimes, while 
an extremist organization must be included in 
a special list of extremist organizations to be 
published. The list of public associations and 
religious organizations in respect of which a 
court has taken a final decision to liquidate or 
ban their activities on the grounds provided for 
by the Federal Law No. 114-FZ of July 25, 2002 
also includes an international public movement 
“Arrested Criminal Unity” (Paragraph 78). As law 
enforcement practice shows, criminal acts to 
organize activities of cells of the AUE extremist 
movement is qualified under Article 282.1 of the 
Criminal Code of the Russian Federation [7–9]. 
However, there is also a practice of qualifying 
criminal activities related to the AUE movement 
under Article 282.2 of the Criminal Code of the 
Russian Federation as organization of activities 
of an extremist organization [10; 11].

Thus, in some cases, there may be competi-
tion between norms of articles 282.1 and 282.2 
of the Criminal Code of the Russian Federation 
as rightly pointed out by S.A. Yudicheva. At the 
same time, an extremist community is a more 
dangerous criminal association, and if we nar-
row down the range of crimes by indicating their 
categorical affiliation to serious or especially 
serious crimes of an extremist orientation, then 
the organization of an extremist community 
can be considered as an independent crime in 
accordance with Article 282.1 of the Criminal 
Code of the Russian Federation, albeit on the 
basis of an organization recognized by a court 
as extremist [12, pp. 112–113].

Thus, criminal liability has been established 
for organizing activities of the cells of the move-
ment promoting a criminal lifestyle. However, 
liability for spreading this kind of a destructive 
ideology is not limited to criminal law norms.

Administrative measures such as blocking 
of websites and removal of content containing 
criminal propaganda occupy a special place in 
the fight against criminal propaganda. Howev-
er, in the context of the rapid growth of digital 
technologies and the spread of disinformation 
through anonymous platforms, these measures 
are not effective enough without proper content 
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control and the implementation of comprehen-
sive monitoring measures.

In accordance with Clause 8 of Part 1 of Ar-
ticle 15.3 of the Federal Law No. 149-FZ of July 
27, 2006 “On Information, Information Tech-
nologies and Information Protection”, informa-
tion materials of an international organization 
whose activities are prohibited on the territory 
of the Russian Federation in accordance with 
the Federal Law “On Countering Extremist Ac-
tivities” are understood to be distributed in vi-
olation of the law and are subject to blocking. 
According to Yu.B. Nosova, to restrict access 

to information resources containing informa-
tion materials of the AUE movement, the extra-
judicial restriction procedure is applicable to 
information materials listed in clauses 1 and 3 
of Part 5 of Article 15.1 of the federal law men-
tioned above [13, p. 171]. Information materials 
of an organization recognized by a court deci-
sion as prohibited on the territory of the Russian 
Federation in accordance with the Federal Law 
“On Countering Extremism” are not included in 
this list, and therefore the extrajudicial proce-
dure for restricting access to such information 
materials is not applicable.

Diagram. Statistics of administrative offenses related  
to demonstration of prohibited symbols

Nowadays, there is a judicial practice of 
recognizing information materials of the AUE 
movement as prohibited for distribution on 
the territory of the Russian Federation, as evi-
denced by publications in the media and on the 
official websites of local governments on the 
Internet [14–16].

It is also worth noting that in addition to ad-
ministrative measures aimed at suppressing the 
dissemination of information materials from the 
AUE movement, domestic legislation provides 
for liability in accordance with the Administra-
tive Code of the Russian Federation. Examples 
of the AUE symbols are given in the descriptive 
part of the decision of the Supreme Court of the 
Russian Federation of August 17, 2020 in case 
no. AKPI20-514c. Liability is provided for dem-
onstrating attributes or symbols of a prohibited 
organization in accordance with Article 20.3 of 

the Administrative Code of the Russian Federa-
tion. It is noteworthy that liability comes not only 
for the publication of information materials on 
the Internet, but also for the demonstration of 
such symbols during interpersonal communi-
cation or in public places. Thus, one of the ele-
ments of the symbols of the AUE movement is 
an eight-pointed star, which may be present on 
the body of some convicts. In this regard, dem-
onstration of these symbols to third parties, in-
cluding those in the same correctional institu-
tion, is an administrative offense. The existence 
of law enforcement practice in relation to per-
sons serving criminal sentences in the form of 
imprisonment is evidenced by the presence of 
publications in the media and official websites 
of courts [17; 18]. It is noteworthy that repeated 
propaganda or demonstration of symbols by a 
person brought to administrative liability under 
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Article 20.3 of the Administrative Code of the 
Russian Federation implies criminal liability in 
accordance with Article 282.4 of the Criminal 
Code of the Russian Federation. An example is 
the sentencing of R.I. Bittuev for posting photo-
graphs of his body with tattoos demonstrating 
symbols of the AUE movement in the profile of 
the instant messaging service [19].

Bringing to administrative liability for propa-
ganda of the AUE movement occupies a signifi-
cant share among the total number of offenses 
provided for in Article 20.3 of the Administrative 
Code of the Russian Federation in the law en-
forcement practice of law enforcement agen-
cies. Thus, in the Perm Oblast, the number of 
registered offenses related to propaganda of 
the AUE movement amounts to more than 40% 
out of the total number of offenses related to 
public demonstration of Nazi symbols and sym-
bols of banned organizations in 2022 and 2023 
(diagram).

Possible ways to improve legal mechanisms 
for countering disinformation aimed at propa-
ganda of a criminal lifestyle.

To more effectively counter disinformation 
and propaganda of criminal subcultures, it is 
necessary to:

1. Develop clearer criteria for identifying and 
suppressing disinformation aimed at promoting 
a criminal lifestyle taking into account current 
realities of the digital society. For example, the 
list of symbols of the “AUE” criminal subculture 
described in the court decision recognizing the 
movement as extremist is limited to an eight-
pointed star with black and white rays and ep-
aulettes with a tiger’s head, an eight-pointed 
star, wings and a swastika. This fact hinders 
bringing to justice persons who publish infor-
mation materials promoting the criminal ideolo-
gy using symbols not included in the court deci-
sion without conducting additional research. At 
the same time, in practice, it is difficult to assign 
research to graphic materials, since there are 
no experts in the relevant field in the system of 
the Ministry of Internal Affairs of Russia who are 
able to give a qualified conclusion about the af-
filiation of symbols to an extremist organization.

2. Strengthen control over Internet platforms 
where criminal information is disseminated by 
introducing new technologies for monitoring 

and blocking content. In order to increase the 
security of the information space, we consider 
it appropriate to use computer monitoring sys-
tems, including those based on the use of ar-
tificial intelligence technologies. At the same 
time, an important aspect of the application of 
such technologies will be their legal regulation. 
As domestic researchers rightly point out, the 
legal regulation of artificial intelligence sys-
tems is only being developed nowadays [20, 
p. 25], and the issue of the legal personality of 
artificial intelligence remains controversial [20,  
p. 32–35]. The provision of computer technol-
ogy with decision-making capabilities, for ex-
ample, on classifying information material as 
prohibited, may even have economic conse-
quences for its author (for example, a decrease 
in audience coverage on the Internet as a result 
of a decrease in the attractiveness of an infor-
mation source for advertisers), which makes 
the issue of the legal personality of artificial in-
telligence particularly acute.

3. Work out educational programs aimed at 
fostering critical thinking among young people 
and preventing involvement in criminal sub-
cultures, since they can reduce the number 
of people who show interest in the destructive 
ideology. In order to boost effectiveness of 
the fight against the spread of a criminal sub-
culture, it is reasonable to carry out preventive 
work in youth groups most affected by this sub-
culture within the framework of state, regional 
and municipal programs, involving not only rep-
resentatives of the education system, but also 
public authorities, including law enforcement 
agencies, local governments and public orga-
nizations. For these purposes, the legal provi-
sion of preventive activities will play the role of 
a link that regulates the duties and responsibili-
ties of each participant in this process.

4. Counter social prerequisites for the spread 
of a criminal subculture among young people. 
Research shows that the criminal subculture 
is most widespread in the least favorable eco-
nomic and political environment. As mentioned 
above, the unattainability of the material ben-
efits pushes people to commit criminal acts. 
Therefore, an important task of the state is to 
form a favorable economic and social environ-
ment in society, develop social elevator systems 
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and ensure their accessibility to the population, 
including from the lower social strata, as well as 
to inform the population about such opportuni-
ties. The legal support of these processes and 
law enforcement practice should guarantee the 
achievement of the stated goals.

5. Fix legal responsibility for creators and 
distributors of materials promoting criminal 
ideologies. At the same time, responsibility 
for digital platforms and mass media in order 
to protect the rights and freedoms of citizens, 
organizations and society as a whole can be 
based on principles of self-regulatory organi-
zations, when the reputational and economic 
costs of a violator will be incomparably higher 
than the criminal and administrative penalties 
established by law, which will force them to fol-
low strict ethical standards of monitoring and 
filtering of published information.

Conclusion
In order to form a stable anti-criminal world-

view of the population, especially among young 
people, it is necessary to further general the-

oretical research of the problem within the 
framework of not only legal science, but also 
social, economic, cultural, pedagogical and 
political sciences. We identified key directions 
for improving legal mechanisms for countering 
disinformation aimed at promoting a criminal 
lifestyle. Countering the spread of the destruc-
tive ideology that promotes a criminal lifestyle 
is a complex task that requires an integrated 
approach that includes not only improving the 
regulatory framework for activities in this area 
and law enforcement practice, but also com-
bining preventive measures with solving socio-
economic problems. Legal mechanisms for 
countering disinformation and propaganda of a 
criminal lifestyle should be comprehensive and 
integrated, covering both legislative measures 
and public initiatives. Combating such phe-
nomena requires not only the adoption of new 
laws, but also the development of effective law 
enforcement methods, as well as the formation 
of a stable anti-criminal worldview among citi-
zens.

REFERENCES

1. Khisamutdinov F.R., Shalagin A.E. Criminal subculture and its prevention. Vestnik Kazanskogo 
yuridicheskogo instituta MVD Rossii = Bulletin of the Kazan Law Institute of MIA Russia, 2015,  
no. 2 (20), pp. 46–52. (In Russ.).
2. Knol’ Ya.E., Britik V.Yu. Dissemination of values and ideals of criminal subculture among young 
people through modern musical genres. Molodoi uchenyi = Young Scientist, 2024, no. 47 (546), 
pp. 199–201. Available at: https://moluch.ru/archive/546/119459/ (In Russ.). (Accessed Novem-
ber 21, 2024).
3. Ryabkov A.M., Tokareva Yu.A. Psychological grounds for spreading criminal subculture among 
schoolchildren brought to criminal responsibility. Lurian Journal, 2022, no. 3 (3), pp. 9–21. (In 
Russ.).
4. Rean A.A., Konovalova I.A. The problem of involvement of children and adolescents in crimi-
nal subcultures in foreign studies. Mir psikhologii = The World of Psychology, 2019, no. 2 (98),  
pp. 193–207. (In Russ.).
5. Glukhova A.A., Shpilev D.A. The role of moderators of websites dedicated to the topic of AUE 
in the formation of sociopathic and illegal attitudes among adolescents and the youth. Aktual’nye 
problemy ekonomiki i prava = Actual Problems of Economics and Law, 2019, vol. 13, no. 4,  
pp. 1,646–1,660. (In Russ.).
6. Kleimenov M.P., Kozlovskaya M.G., Savel’ev A.I. “AUE” extremist criminal community. Vestnik 
OmGU. Seriya: Pravo = Herald of Omsk University. Series “Law”, 2020, no. 4, pp. 75–80. (In Russ.)
7. In Russia, the first sentence was passed for the creation of an AUE cell. RIA Novosti: ofitsial’nyi sait 
informatsionnogo agentstva [RIA Novosti: official website]. Available at: https://ria.ru/20200909/
prigovor-1576986803.html (In Russ.). (Accessed November 24, 2024).
8. V Respublike Krym v otnoshenii storonnikov kriminal’noi subkul’tury AUE vozbuzhdeno ugo-
lovnoe delo za organizatsiyu i uchastie v deyatel’nosti ekstremistskoi organizatsii (VIDEO) [In the 



89

2 0 2 5 ,  v o l .  1 9 ,  n o .  1  ( 6 9 )

Jurisprudence

Republic of Crimea, a criminal case has been opened against supporters of the AUE criminal sub-
culture for organizing and participating in the activities of an extremist organization (VIDEO)]. Avail-
able at: https://crim.sledcom.ru/news/item/1781447/ (accessed November 24, 2024).
9. Na Urale osnovatelya pablika ob AUE prigovorili k semi godam kolonii [In the Urals, the founder 
of a public page about AUE was sentenced to seven years in prison]. Available at: https://tass.ru/
proisshestviya/9410635 (accessed November 24, 2024).
10. Prigovor No. 1-38/2023 ot 10.08.2023 po delu No. 1-38/2023 [Verdict No. 1-38/2023 of Au-
gust 10, 2023 in case No. 1-38/2023]. Available at: https://sudact.ru/regular/doc/J1xsDUul9S-
WC/ (accessed November 24, 2024).
11. A verdict was passed in a criminal case against a member of the “AUE” extremist community. 
General’naya prokuratura Rossiiskoi Federatsii: ofitsial’nyi sait [Prosecutor General’s Office of the 
Russian Federation: official website]. Available at: https://epp.genproc.gov.ru/web/gprf/mass-
media/news?item=91340353 (In Russ.). (Accessed November 24, 2024).
12. Yudicheva S.A. Ugolovnaya otvetstvennost’ za organizatsiyu ekstremistskogo soobshchestva 
i uchastie v nem: dis. … kand. yurid. nauk [Criminal liability for organizing an extremist community 
and participating in it: Candidate of Sciences (Law) dissertation]. Moscow, 2014. 219 p.
13. Nosova Yu.B. Grounds for the recognition of information posted to the internet,forbidden to 
distribution: some problems of law enforcement practice. Vestnik Voronezhskogo gosudarstven-
nogo universiteta. Seriya: Pravo = Proceedings of Voronezh State University. Series: Law, 2022, 
no. 2 (49), pp. 169–177. (In Russ.).
14. Sait s propagandoi AUE zablokirovali po resheniyu suda v Yugre [The AUE propaganda website 
was blocked by the court decision in Ugra]. Available at: https://tass.ru/ural-news/10257951 (ac-
cessed November 25, 2024).
15. Sud v Yus’ve zablokiroval sait o tyur’me za propagandu AUE [The court in Moscow blocked the 
prison website for propaganda of the AUE]. Available at: https://properm.ru/news/2023-02-14/
sud-v-yusve-zablokiroval-sayt-o-tyurme-za-propagandu-aue-2683360 (accessed November 25, 
2024).
16. Po isku mezhraionnoi prokuratury internet-stranitsy, propagandiruyushchie subkul’turu 
«AUE», priznany zapreshchennymi k rasprostraneniyu na territorii Rossiiskoi Federatsii [According 
to the claim of the interdistrict prosecutor’s office, Internet pages promoting the AUE subculture 
have been declared prohibited for distribution on the territory of the Russian Federation]. Available 
at: https://admpereslavl.ru/po-isku-mezhrayonnoy-prokuratury-internet-stranicy-propagandiruy 
(accessed November 25, 2024).
17. Zaklyuchennykh s tatuirovkami nachali massovo shtrafovat’ za propagandu kriminala [Pris-
oners with tattoos began to be massively fined for criminal propaganda]. Available at: https://
rg.ru/2021/08/10/zakliuchennyh-s-tatuirovkami-nachali-massovo-shtrafovat-za-propagandu-
kriminala.html (accessed November 25, 2024).
18. Za publichnuyu demonstratsiyu natsistskoi simvoliki i simvoliki ekstremistskoi organizatsii litso 
privlecheno k administrativnoi otvetstvennosti [A person has been brought to administrative liabil-
ity for publicly displaying Nazi symbols and symbols of an extremist organization]. Available at: 
https://civilsky.chv.sudrf.ru/modules.php?name=press_dep&op=1&did=1 (accessed November 
25, 2024).
19. Reshenie ot 28.12.2023 po ugolovnomu delu No. 1-406/2023 [Decision of December 28, 
2023 in criminal case No. 1-406/2023]. Available at: https://baksanskyray--kbr.sudrf.ru/modules.
php?name=sud_delo&name_op=doc&number=55402766&delo_id=1540006&new=&text_num-
ber=1 (accessed November 25, 2024).
20. Trokhov M.S., Koloskova O.A., Glazov I.D. Civil law regulation of artificial intelligence in the 
Russian Federation. Yuridicheskie issledovaniya = Legal Studies, 2023, no. 3, pp. 24–39.  
(In Russ.).



90

P E N I T E N T I A R Y   S C I E N C E

INFORMATION ABOUT THE AUTHOR

TARAS L. GOSUDAREV – Adjunct at the Nizhny Novgorod Academy of the Ministry of the Inte-
rior of the Russian Federation, Nizhny Novgorod, Russia, gostaras@yandex.ru, https://orcid.
org/0009-0005-8163-6813

Received November 27, 2024


