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Abstract

Introduction: the article analyzes mechanisms for legal regulation of generative
content in the Russian Federation and considers an algorithm of marking
generative content. The analysis of current legislation shows that the increasing
role of artificial intelligence technologies in modern society necessitates the
improvement of existing norms, as well as the development of new ones for the
legal regulation of generative content turnover. The Russian legislator is trying to
develop legislative measures to control the turnover of generative content, but
currently there is not even a unified definition of a deepfake as a fundamental
concept of this sphere. Purpose: on the basis of the existing classification of
generative content types to describe the existing types of generative content
labelling and to present the definition of a deepfake. Methods: comparative-
legal, empirical methods of description, interpretation; theoretical methods of
formal and dialectical logic, legal-dogmatic and method of interpretation of legal
norms, are applied. Results: the analysis of existing types of generative content,
the purposes of its distribution demonstrates the need to create effective legal
and technological mechanisms for regulating generative content. Theoretical
provisions on the structure of subjects of creation and distribution of generative
content are developed and recommendations on establishing their legal duties
and responsibilities are offered. Conclusions: the mechanisms of legal regulation
of generative content at this stage are reduced to the following: establishing the
obligation of technology companies and users who create generative content to
use watermarks to mark the content in order to inform other persons about the
generative nature of the content; establishing liability for the refusal of marking or
removal of any type of marking; establishing liability for the misuse of biometric
personal data for the creation of a deepfake.
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Introduction

Undoubtedly, technologies of artificial intel-
ligence (Al), which help create various types of
content, are a powerful tool for creative self-
expression, in demand in various spheres of
human activity, from art to, for example, mar-
keting. However, uncontrolled distribution of
various generative content created with the
help of modern neural network algorithms, their
ability to synthesize text, graphics and sounds
already leads to serious consequences that de-
serve due attention from legislators and law en-
forcement officers.

The most important problem of our time is
virtually uncontrolled access to biometric per-
sonal data of a person based on those media
materials that in recent years have been distrib-
uted in open access on social networks, instant
messaging systems, cloud storage services,
file sharing sites, video conferencing software
data storage systems and video hosting. These
materials are already the basis for creating digi-
tal products in the form of text, graphics, sound
or a combination of them, generated in whole
or in part using neural network technologies for
the user to break control systems and get ac-
cess to data [1]. Such products are essentially
the content of the term “deepfake”.

The problem under consideration is aggra-
vated by the fact that the technologies of neu-
ral network synthesis of deepfake content can
be used by a user with any level of technical
training, who using specially configured appli-
cations or sites can follow instructions step by
step and create a deepfake. The commercial-

ization of Al technologies is undoubtedly a seri-
ous threat to the information security of society
and the state.

So, according to the Hong Kong police, a
financial officer paid 25 million dollars after a
video call from a “financial director”, whose ap-
pearance and voice were synthesized by an at-
tacker using neural network technologies [2].

Besides, there are risks, when biometric
identification systems mistakenly refuse users,
relying on false alarms of deepfake detectors.
For example, in the Admitad system, the user
was denied service as a result of video verifica-
tion, because the system mistakenly classified
his appearance as a deepfake [3].

Even preliminary results of the analysis of the
statistics of offenses related to the distribution
of deepfakes show a very negative trend. For
example, according to the report of the Sumsub
identity verification platform, various incidents
with deepfakes in the financial sector increased
by 700% in 2023 compared to the previous
year [4].

If ayear ago the legislator considered it inap-
propriate to criminalize the use of Al technolo-
gies for criminal purposes [5], now the Russian
legal system clearly needs to create mecha-
nisms for legal regulation of generative content
[6], including as an aggravating element [7] of
the crime. The draft law provides for the intro-
duction of additional qualified composition into
some articles of the Criminal Code of the Rus-
sian Federation, such as commission of a crime
“using an image or voice (including falsified or
artificially created) of the victim or another per-
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son, as well as using biometric personal data of
the victim or another person” [7].

Itis planned to amend the legislation in terms
of articles: “Libel”, “Theft”, “Fraud”, “Extortion”,
“Causing property damage by deception or
abuse of trust” (Part 2.1 of Article 128.1, Para-
graph “d” of Part 3 of Article 158, Part 2.1 of Ar-
ticle 159, Paragraph “d” of Part 2 of Article 163,
Paragraph “c” of Part 2 of Article 165).

The legislator does not give a clear definition
of falsified or artificially created voices. How-
ever, based on the content of the explanatory
note and feedback on the draft law, it can be
assumed that they mean deepfakes.

However, the list of articles seems to us to be
extremely limited [8], the list of real and poten-
tial threats associated with the use and distri-
bution of deepfakes is much wider.

So, in our opinion, in the very near future,
the spread of generative content synthesis
systems will lead to a significant transforma-
tion of crimes (primarily the ways they are
committed):

— against the person (articles 110, 128.1, 146
of the Criminal Code of the Russian Federation),

— in the sphere of economics (articles 159,
159.3, 159.6, 185.3 of the Criminal Code of the
Russian Federation),

— against public safety and public order (ar-
ticles 205.2., 207, 207.1, 207.3, 242, 2421, 272,
273, 274 of the Criminal Code of the Russian
Federation),

— against state power (articles 280, 280.1,
280.3, 280.4, 282, 282.4, 284.2, 303 Criminal
Code of the Russian Federation),

— against the peace and security of mankind
(Article 354 of the Criminal Code of the Russian
Federation) [9].

This forecast is based on the fact that in the
above-mentioned crimes, deepfakes can most
likely be used as an instrument of committing a
crime.

The legislator’s approach to the determina-
tion of an extremely limited list of articles in the
above-mentioned draft laws does not seem to
be entirely correct. The emergence of new qual-
ified compositions at this stage will not solve
the problem of using and distributing deep-
fakes, and the primary task is to create new and
improve existing mechanisms for regulating the
turnover of generative content created with the
help of artificial intelligence.

The draft law review report states that “the
industry legislation does not regulate the use of
identity substitution technologies (deepfake).
Thus, the introduction of the proposed regula-
tion into criminal legislation is not possible due
to the lack of corresponding norms of substan-
tive legislation, which entails significant risks
of the formation of incorrect law enforcement
practice” [10].

Thus, while offering protection to citizens
from deepfakes, the draft law developers do
not specify what exactly is meant by the term
“deepfake”. Correctness of the use of the term
“artificial audio recording” from the standpoint
of forensic expertise and forensic investigative
practice is questionable due to the fact that it
reflects a significantly broader scope of the
concept.

In our opinion, the term “deepfake” should
be defined as follows: a deepfake is a digital
product in the form of text, graphics, sound or
a combination of them, generated in whole or in
part using neural network technologies for the
user to break control systems and get access
to data.

As for the normative consolidation, it seems
to us correct to fix the definition of a deepfake in
basic concepts of the Federal Law No. 149-FZ
of July 27, 2006 “On Information, Information
Technologies and Information Protection”.

The implementation of the deepfake con-
cept into Russian legislation alone is clearly
not enough, since issues of legal regulation of
the creation, use and distribution of genera-
tive content remain outside the attention of the
legislator, and for law enforcement it is impor-
tant to clearly distinguish deepfakes from other
types of generative content.

Moreover, carrying out scientific research in
the field of terminological support for the de-
scribed problems, we come to the conclusion
that at the moment there is not only a definition
in the scientific and normative-technical litera-
ture, but also approaches to describing such a
phenomenon as a fake self.

Summarizing results of the risk assessment
of illegal distribution of generative content, we
believe that a fake self should be understood as
a deepfake generated by a user based on his/
her own biometric data in order to commit ille-
gal actions aimed at evading liability or mislead-
ing other persons regarding events presented
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as having happened to the user him/herself. For
example, in situations of insurance fraud [11],
users use neural network synthesis algorithms
to generate photos with property damage to re-
ceive insurance payments. In such a situation,
employees of insurance organizations may col-
lude with intruders and provide images gener-
ated by a neural network instead of photos, for
example, a pre-insurance inspection.

Legal mechanisms to counteract the spread
and use of fake content should provide an op-
portunity for both ordinary users and law en-
forcement employees to detect such content.
If measures of forensic counteraction can be
provided as a mechanism for detecting deep-
fakes [12], then the development of legal norms
regulating the technology and processes of
introducing mandatory marking of generative
content are measures to prevent the use and
distribution of deepfakes.

A deepfake is just a kind of generative con-
tent. By distributing generative content, cre-
ators do not hide the source of its origin, even
if the result of generation reaches a high de-
gree of realism. In the course of legitimate use
of generative content, it is necessary to ensure
the availability of information about the method
of its creation. The spread of deepfakes is con-
nected with the concealment of a way to simu-
late authentic content. To inform users about
the fact of content generation by the means
of Al technologies, it is necessary to develop
norms providing for the mandatory effective
marking of any generative content.

Nowadays, there are no effective measures
to ban generative content creation. The Na-
tional Strategy for the Development of Artifi-
cial Intelligence approved by the Decree of the
President No. 124 of February 15, 2024 fixes
the need to “consolidate favorable regulatory
conditions for the development and implemen-
tation of artificial intelligence technologies”,
while a complete ban on generative Al technol-
ogies certainly does not implement such condi-
tions. Potential and real threats come not from
the fact of creating Al technologies to generate
various content, but from the fact of unfair use
of the results of such generation without speci-
fying the method of obtaining a digital product.
It is safe to say that there is a risk of using and
distributing generative content that can easily
be mistaken for authentic.

Ways to mark generative content

In order to streamline the turnover of genera-
tive content without compromising information
security and preventing misinformation, it is
necessary to provide effective marking solu-
tions and limit its use without appropriate mark-
ing.

In a similar situation, the mechanisms of le-
gal regulation actually boil down to the creation
of norms on marking generative content, in or-
der to maintain information awareness of users
about such content and its origin. Technolo-
gies suitable for practical use are already being
used in various fields (including the field of le-
gal proceedings). Legislation, therefore, should
limit the turnover of generative content and es-
tablish liability for breaking rules of informing
about the generative nature of content.

Along with the mechanisms of legal regula-
tion on mandatory marking of generative con-
tent, it is also necessary to develop technologi-
cal marking methods. First of all, there is a need
for uniform international standards in the field
of marking generative content. The process
and technologies of distributing deepfakes
have no geographical boundaries. Generative
content is created, used and distributed world-
wide. Therefore, it is necessary to develop uni-
fied standards for marking generative content
in order to enable users to easily detect them,
regardless of the language, the technology
platform used or the state in which the content
consumer resides.

Among the currently used marking methods,
graphic marking has become quite widespread.
Markers in such systems are a short text to a
digital product (for example, “created with the
help of Al”) by analogy with the marking of for-
eign agents or extremist organizations (federal
laws No. 255-FZ of July 14, 2022 “On Control
over Activities of Persons under Foreign Influ-
ence”, No. 114-FZ of July 25, 2002 “On Coun-
tering Extremist Activities”), or graphic objects
used by analogy with the marking of informa-
tion products in accordance with the Federal
Law No. 436-FZ of December 29, 2010 “On the
Protection of children from information harmful
to their health and development|. Such marking
is obviously of a notification nature, but due to
the simplicity of its presentation form, it cannot
be used in specialized areas, for example, in the
field of legal proceedings.
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Watermarking is atechnologically more com-
plex option. “Watermarks” are digital signatures
that are embedded in digital files, such as im-
ages, video recordings, and phonograms. They
can be used to identify the source of origin of
a digital product, prevent unauthorized copying
or distribution, as well as to track the movement
of content” [8].

For example, Telesystem, which has been
operating on the Russian market for more than
20 years, develops and manufactures EDIC-
mini voice recorders [13]. Files with phono-
grams recorded on dictaphones of this brand
are provided with certain digital markers of the
authenticity of the recording (with additional
metadata). It protects the recording from unau-
thorized use and verify the integrity of files. This
function is in high demand in forensic investiga-
tion and expert practice.

Hour One, a company that creates Al ava-
tars, uses the watermark “AV” (AlteredVisuals)
[14] to mark its videos. As the developers point
out, this is done out of respect for the end us-
er’s right to know that the video was generated
using Al technologies.

To prevent the spread of fake news and mis-
information, large corporations already have
experience confirming the authenticity of digi-
tal products. The Coalition for Content Prov-
enance and Authenticity introduced an Official
Content Credentials Icon (C2PA standard) [18].

The C2PA technology standard developed
by the coalition allows creators to embed meta-
data into digital products to verify their origin
and related information. The C2PA standard
is intended not only for generative images, its
use is also planned by camera manufacturers,
media companies that create visual content to
certify the source and origin of media content.
Companies such as OpenAl, Adobe, Microsoft,
PublicisGroupe, Leica, and Nikon have inte-
grated this standard into their activities.

Such labeling will contain both metadata
stored in the file that is invisible to the user’s
eye, and a visible CR watermark that will appear
in the upper-left corner of each image.

Images generated using neural networks
such as ChatGPT and DALLE have included
C2PA metadata since February 2024. To check
the “history” of an image, the user can use their
Content Credentials Verify service [16]. How-
ever, this marking approach is applied only to

graphic forms of generative content. In addi-
tion, the user can remove the marking by taking
a regular screenshot of the generated image,
thereby creating a new file with “clean” meta-
data. A watermark can also be deleted when
framing an image.

Moreover, Microsoft has developed Azure
OpenAl Service, which adds invisible water-
marks to all images generated using DALLE
[17]. Azure Al Speech service embeds water-
marks for users to determine whether speech
is synthesized using Azure Al Speech and which
voice is used during generation [18].

Google has introduced a beta version of a
tool for embedding digital watermarks directly
into images, audio, text or video created us-
ing Al — SynthID [19]. This tool allows users to
embed a digital watermark directly into digital
products created by artificial intelligence. And
subsequently, based on these watermarks, it is
possible to verify content, but only if it was gen-
erated by Google’s Al tools.

There are services offering to embed water-
marks for audio files to prevent the use of user
data by artificial intelligence models, tracking
them back to the source. The developers of
systems for synthesizing and cloning sound-
ing speech also offer their own technologies for
creating watermarks. Forinstance, Assemble Al
has developed a complex deep neural network
watermark “PerTh” [20], which helps embed in-
visible data into the generated speech, creating
an invisible watermark. According to the devel-
opers, this watermark is difficult to remove, but
the verification option is available only for pho-
nograms generated by Resemble Al.

The MyVocalAl neural network [21] offers
various possibilities for synthesizing and clon-
ing sounding speech and provides users with
the ability to create watermarks for marking
generative content. However, users with a paid
subscription (starting with a standard subscrip-
tion for about 1,000 rubles per month) get the
technical ability to remove markings by creat-
ing phonograms with cloned voices not only by
directly recording their voice, but also by down-
loading any phonograms of any speaker.

Due to the fact that a significant amount of
generative content is distributed on social net-
works, it is reasonable to create services on
various social platforms that would automati-
cally recognize generative content and notify
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users about it. Despite the technological com-
plexity of this process, some corporations have
sufficient resources to create such services.

For example, the Youtube video hosting ser-
vice announces a new obligation for users to
disclose information about whether the upload-
ed video is altered or synthesized [22]. In addi-
tion, the company states that their latest update
will also automatically identify similar content
and put these labels in the video description
[22]. However, users mention that the mecha-
nism for detecting generated content has not
yet been debugged and is extremely unstable,
there are cases when authentic content has
been recognized as generated. The company
also plans to adjust the algorithm for delet-
ing generative content in the next few months
if users determine that a custom face or voice
is used to create it. However, cases of abuse
of this right cannot be excluded. For example,
public figures can apply for the removal of vid-
eos discrediting them, insisting on this content
to be generated while it is authentic.

Meta announces plans about marking imag-
es, videos, and audio on their social networks
(Facebook, Instagram and Threads) with the
text “Made with Al”, if the developed algorithms
themselves reveal signs of content generated
using neural networks, or if the user notifies
about it him/herself. If a photorealistic image is
generated by their Meta Al neural network, it is
already marked as “Imagined with Al” [23].

In June 2024, Meta introduced a AudioSeal
technology for proactive detection of voice
cloning with localized watermarking [24]. Along
with the technology for creating watermarks, a
tool for detecting watermark data was also in-
troduced, which greatly simplifies the verifica-
tion of a cloned voice. According to the devel-
opers, the applied watermarks are stable even
in cases of various sound recording editing op-
tions. The watermark itself represents a certain
signal in the generated phonogram, which is
not distinguishable to the human ear. There is
no information about the stability of marking in
the situation of qualified installation of a phono-
gram in open print.

AudioSeal is a method of speech localized
watermarking, it jointly trains a generator that
embeds a watermark in the audio, and a detec-
tor that detects the watermarked fragments in
longer audios.

Descript, a service for creating various types
of content, also makes it possible to create Al
speakers, having their 30-second consent to
record. When saving a phonogram with a re-
cording of a cloned voice, a user has a choice
whether to save the file with metadata (which
will contain information that the Descript ser-
vice was used when creating the file) or without
them.

In our opinion, an easy-to-implement mech-
anism for marking generative content, primarily
for detecting it among authentic ones, is em-
bedding information about the service used to
generate it in the metadata of the file. The inclu-
sion of an identification number of this genera-
tion can also become an additional authentica-
tion mechanism. But it is important to take into
account the technological possibility of chang-
ing or deleting information in the metadata of
generated objects, which significantly reduces
the effectiveness of using such marking for the
purpose of judicial establishment of circum-
stances.

Some mechanisms of legal regulation can be
taken, for example, from blockchain technolo-
gies. For example, specialized resources [25]
forecast technological solutions that, in our
opinion, can be implemented in domestic leg-
islation.

Despite obvious capacities of blockchain
technologies in content marking, technological
costs of implementing this process are high.

Technologically, watermarks are divided into
two main types, namely “fragile” and “durable”.
Fragile ones are easily destroyed when users
manipulate the media. Durable ones are more
resistant to manipulation, but such watermarks
are more difficult to detect for an ordinary user
who does not have special knowledge.

The video encoding technology can be used
in immutable blockchains as a mechanism for
verifying video authenticity (in the industry,
such technologies are implemented by compa-
nies such as FactomAxiom).

Similar technologies can initially be imple-
mented in procedural legislation, for example,
for the formal evaluation of digital files by the
court. In any case, such solutions seem to be
real, applicable and in demand by law enforce-
ment practice.

Thus, the existing methods of content mark-
ing represent a variety of technologies, each of
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which has its own characteristics and areas of
application. At the moment, there are the fol-
lowing main types of marking:

— watermarking;

— embedding service information in the file
metadata;

— blockchain technologies;

— visual marking.

Each of these types has both advantages
and limitations, and the choice of a specific
marking method depends on the tasks and na-
ture of the content itself.

Certain mechanisms for legal regulation of
the distribution of generative content related
to its mandatory marking have already been
introduced in some countries. For example,
Paragraph 133 of the Artificial Intelligence Act
developed and approved by the European Par-
liament contains measures for marking genera-
tive content [26]:

— watermarks, metadata identification, cryp-
tographic methods to confirm the origin and
authenticity of content, record-keeping meth-
ods, fingerprints or other methods;

— such methods should be sufficiently reli-
able, compatible, and effective, as far as tech-
nically possible, taking into account available
methods or a combination of them, such as
watermarks, metadata identification, crypto-
graphic methods for confirming the origin and
authenticity of content, registration methods,
fingerprints, etc.

Specific measures of legal regulation of the
generative content turnover are developed in
the People’s Republic of China. The following
provisions of the Regulation on the Administra-
tion of the Deep Information Synthesis Service
on the Internet are applied at the level of inter-
departmental interaction [27]:

— Article 7 provides for the responsibility of
companies providing resources for content
synthesis,

— Article 9 prescribes the use of mechanisms
for identifying users of generative synthesis
systems,

— Article 16 obliges to mark generative con-
tent. Such a measure not only reduces the
criminogenic potential of generative content,
but also creates conditions for establishing a
single source of origin of distributed files.

The progressive experience of Chinese col-
leagues should be necessarily implemented

into domestic legislation. However, successful
counteraction to crime associated with gen-
erative content requires development of frame-
work international acts.

Inthe USA, the Al Disclosure Act of 2023 [28]
requires generative artificial intelligence to dis-
close that their output has been generated by
artificial intelligence.

However, it is important to note that anti-
marking services already exist. For example, a
popular open access service successfully re-
moves watermarks from various images (http://
dewatermark.ai.ru).

At the same time, a lack of international tech-
nological standards for marking generative
content actually negates any legal regulation
measures. Without joint coordinated efforts to
create unified mechanisms for legal regulation
of generative content marking, all of the above
methods are not effective.

Experts of the High-Level Advisory Body on
Artificial Intelligence of the United Nations pro-
posed their international recommendations on
the regulation of artificial intelligence and pub-
lished “Governing Al for Humanity: Final Re-
port” in September 2024 [29]. The report notes
the danger of the spread of deepfakes and em-
phasizes the importance of developing com-
mon standards for authenticating content and
its digital origin.

The importance of strengthening interna-
tional cooperation in the use of artificial intel-
ligence technologies as one of the main tasks
of Al development in the Russian Federation is
also mentioned in the National Strategy for the
Development of Artificial Intelligence [13].

Conclusion

Taking into account the considered structure
of subjects, the mechanisms for legal regula-
tion of generative content are reduced to the
following:

— establishing the obligation of technology
companies and users creating generative con-
tent to use watermarks to mark generative con-
tent;

— establishing liability for the refusal of mark-
ing or the removal of any type of marking;

— establishing liability for the misuse of bio-
metric personal data to create a deepfake;

— taking into account public danger of acts
committed using a deepfake as a means of
committing an illegal act;
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— development and procedural regulation of
means to ensure the authenticity of digital evi-
dence in court proceedings.

Summing up a certain intermediate result
in considering the issue of developing legal
regulation mechanisms and algorithms for
marking generative content, it should be con-
cluded that Al technologies for creating gener-
ative content have already become widespread
both in various countries and legal systems,
and have become part of many types of hu-
man activity. This is the reason for the actual
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