250

Original article
UDC 343.8 e

doi 10.46741/2713-2811.2026.75.3.003

Profiling Technologies in Law Enforcement: A Case Study of the
Ministry of Internal Affairs of Russia and the Federal Penitentiary
Service of Russia

. VYACHESLAV E. YUZHANIN
Ryazan State University named for S. Yesenin, Ryazan, Russia, yuzhanin1950@
mail.ru, https://orcid.org/0000-0003-3123-1293

DMITRIIV. GORBAN’
University of the Federal Penitentiary Service of Russia, Pushkin, Saint Petersburg,
Russia, gorban.d.v@fsin.gov.ru, https://orcid.org/0000-0002-9442-7712

Abstract

Introduction: in the current conditions of societal development characterized
by continuous digitalization, introduction of high technologies, and changes in
the social environment, new methods to ensure security and maintain law and
order are required. Profiling is an effective tool for analyzing persons’ psycho-
logical characteristics and behavior to forecast their actions and prevent poten-
tial threats. Today, profiling is successfully used in the activities of some law en-
forcement agencies, including the Ministry of Internal Affairs of Russia and the
Federal Penitentiary Service of Russia. The common feature of using profiling
technologies in the activities of these law enforcement agencies is its focus on
ensuring security and maintaining law and order. Nevertheless, problematic is-
sues of an organizational and legal nature are identified. Purpose: to conduct a
comprehensive analysis of the use of profiling technologies in the activities of law
enforcement agencies using the example of the Ministry of Internal Affairs of Rus-
sia and the Federal Penitentiary Service of Russia, to identify problematic issues
in the considered area of public relations, to develop ways to address them, and
to determine prospects for their development. Methods: analysis of scientific lit-
erature; study of law enforcement practice; comparative analysis of the use of
profiling in various law enforcement agencies, including the Ministry of Internal
Affairs of Russia and the Federal Penitentiary Service of Russia; generalization
of experience in using profiling technologies. Results: the main areas of applica-
tion of profiling technologies in the activities of the Ministry of Internal Affairs of
Russia and the Federal Penitentiary Service of Russia are identified. In the activi-
ties of the Ministry of Internal Affairs of Russia, profiling is used to ensure secu-
rity at transport infrastructure facilities, to conduct public and mass events, to
compile psychological and criminal profiles of offenders, and to prevent terrorism
and extremism-related crimes. In the activities of the Federal Penitentiary Service
of Russia, profiling is used to organize preventive work with suspects, accused
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persons, and convicts, to select personnel, to ensure penitentiary security, and
to prevent destructive behavior. The main problematic issues are the following:
insufficient standardization of profiling methods, limited access to personal data,
shortage of qualified specialists, and the need for continuous improvement of
technologies. The prospects for using profiling technologies in the activities of
government agencies are outlined: integration of artificial intelligence technolo-
gies, standardization of profiling methods, development of a system for training
specialists, and expansion of the areas of profiling application. Conclusions: pro-
filing technologies are an effective tool for ensuring security in modern condi-
tions. Their application requires a comprehensive approach, including improving
competence of specialists, introducing modern technical tools, developing uni-
fied methods, and integrating with artificial intelligence systems. The use of pro-
filing in law enforcement activities helps to improve the effectiveness of preven-
tive work and ensure public safety. Further development of these technologies
requires systematic and comprehensive approaches, as well as interdisciplinary
interaction among specialists from various fields and areas of knowledge.

Keywords: profiling; penitentiary security; law enforcement activities; spe-
cialist training; personnel selection; artificial intelligence; digitalization; profiling
methods.
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Introduction

Contemporary society is marked by rapid ad-
vancements in high technology, including the in-
tegration of artificial intelligence and widespread
digitalization. This evolution reflects a shift away
from irrationality toward greater emotional aware-
ness, while also giving rise to diverse needs across
multiple spheres of human activity — material, spiri-
tual, and social. In addition to these characteristics,
modern society faces a number of threats in the
field of ensuring its security. These developments
are linked to a range of global challenges facing
humanity, including the rise in terrorist and extrem-
ist activities, a growing number of cybercrimes,
and a decline in social, cultural, and psychological
well-being.

Under the given conditions, it is necessary to
search for new, more effective measures in the field
of ensuring both public and national security in gen-
eral. One such measure may be profiling and its pro-
filing technologies.

According to T.V. Vetrova and V.M. Statnyi, profil-
ing is a method of analyzing a person’s psychologi-
cal characteristics and behavior in order to forecast
their future actions.

Despite the general psychological focus and

content of profiling, as well as its technologies, its
universality allows it to be applied in various areas of
social life and scientific fields of knowledge, crimi-
nology, personnel management, business, educa-
tion, etc. [2, p. 67].

The universality of profiling technologies makes
it possible to use them in the activities of some law
enforcement agencies in the process of ensuring
security and maintaining law and order. Research-
ers actively discuss possible use of profiling tech-
nologies in this area of social relations [3, p. 10].

Research

The analysis of foreign studies shows a trend to-
wards the broader application of profiling technolo-
gies in the activities of bodies responsible for en-
suring security, legality, and law and order, despite
disagreements regarding its reliability [4; 5].

This trend is driven both by the development of
the methodological framework (integration with Big
Data and artificial intelligence) and by the practical
demand for the method in preventing and investi-
gating offenses. At the same time, limitated reliabil-
ity of profiling requires further scientific study and
standardization of procedures.

In domestic law enforcement practice, profiling
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technologies are also used in the activities of cer-
tain law enforcement agencies [6, p. 330], in par-
ticular, the Ministry of Internal Affairs of Russia and
the Federal Penitentiary Service of Russia, which
is due to the specific nature of the tasks they per-
form.

Profiling is used to prevent certain types of
crime, protect citizens’ rights, maintain public order,
and carry out criminal penalties [7, p. 192]. Although
the Ministry of Internal Affairs and the Federal Peni-
tentiary Service of Russia face different tasks, their
activities are focused on ensuring safety and main-
taining law and order. In this regard, it seems rele-
vant to examine the issues of profiling and compare
the specified activities within the law enforcement
agencies stated above.

We will subsequently consider the areas of appli-
cation of profiling in the activities of the Ministry of
Internal Affairs of Russia and the Federal Peniten-
tiary Service of Russia.

Application of profiling technologies in the activi-
ties of the Ministry of Internal Affairs of Russia

The use of profiling technologies helps to prevent
offenses, solve certain types of crimes, and ensure
public safety. Their effectiveness depends on a
number of factors, including professional training
of employees and compliance with legal and ethical
standards.

Researchers note the Russian Ministry of Inter-
nal Affairs’ interest in using profiling to carry out var-
ious tasks, but they also identify problems related to
the classification of types, methodological support,
and the reliability of profiling [8, p. 171].

In the system of Russian Ministry of Internal Af-
fairs bodies, profiling is used in various areas of ac-
tivity, ranging from personnel and professional-psy-
chological selection of employees to conducting
forensic psychological examinations.

The first area of application of profiling technolo-
gies in the activities of the Russian Ministry of Inter-
nal Affairs is the so-called transport or operational
profiling, which is aimed at ensuring the security of
transport infrastructure facilities.

According to S.M. Selimanova, D.M. Mirazov, and
A.A. Ikanov, profiling is used to identify potentially
dangerous individuals at facilities such as airfields
and airports, railway stations and terminals, bus ter-
minals and bus stations (Paragraph 5 of Article 1 of
the federal law No. 16-FZ of February 9, 2007 “On
transport security”) [9, p. 15].

The profiling method enables law enforcement
officers to quickly identify potentially dangerous
individuals in conditions of high passenger traffic
density, to prevent acts of unlawful interference,

terrorist threats, thefts, hooliganism, and other un-
lawful activities at transport facilities and transport
infrastructure [10, p. 118]. When used in combina-
tion with technical monitoring tools, it enhances
transport security without significantly increasing
the time burden for most citizens.

Transport profiling involves creating a psycho-
logical profile of a person by analyzing their appear-
ance, behavior, documents, personal belongings,
and other characteristics. The goal is to classify an
individual as non-threatening or potentially threat-
ening. The method allows one to read non-verbal
components of communication, identify hidden
intentions, and forecast behavior. It complements
technical screening measures (metal detectors,
scanners), thereby enhancing transport security
[11].

The distinctive features of transport profiling are
its brevity, efficiency, comprehensiveness, and flex-
ibility. All passengers are classified into risk groups
and control questions and surveys are used [12,
p. 143].

Specific examples of profiling in transport are not
always disclosed in open sources for security rea-
sons. However, there are some cases to dwell on.
For example, in 2014, officers of the patrol service
of the transport police used profiling on the plat-
form of the Karymskaya station (Zabaykalsky Krai).
They noticed a young man behaving inadequately.
He looked like being intoxicated. During a personal
search, drugs in large quantities were discovered
and seized from him. A criminal case was initiated
based on this fact.

The success of profiling depends primarily on the
professional experience of specialists, their abil-
ity to analyze behavior and identify suspicious mo-
ments.

The use of profiling is associated with a number of
problems. Among them are subjectivity and human
error, limited time for verification, insufficient regu-
latory and legal framework, ethical and discrimina-
tory risks, technical limitations, and the difficulty of
adapting methods to different types of transport.

In our view, a comprehensive approach that
combines the improvement of legislation, staff
training, technological development, and ethical
oversight can significantly enhance the effective-
ness of transport profiling and reduce the risks of its
improper use.

Thus, transport profiling is an important tool for
ensuring transport security, combining psychologi-
cal methods with operational tasks aimed at pre-
venting unlawful actions.

Another type of profiling is behavioral screen-
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ing — a technology for identifying individuals with
potentially dangerous behavior in places with large
crowds of people.

In accordance with Paragraph 6 of Article 12 of
the federal law No. 3-FZ of February 7, 2011 “On the
police,” police officers are obliged to ensure safety
during public and mass events, which include meet-
ings, rallies, demonstrations, processions, sports,
entertainment, and other events.

The sheer scale, fast-paced nature, and large
crowds pose significant challenges to traditional
profiling methods. Under these conditions, it is im-
possible to analyze each participant in the event.
The use of non-instrumental psychodiagnostics
and surveys is difficult. To address these tasks,
mass profiling technologies are used, i.e. tech-
nologies involving active, formalized observation
of people in order to identify behavioral patterns
that differ from the visual-behavioral profile typical
of event participants. The visual-behavioral profile
includes a set of external manifestations that are
appropriate to the social role, context, time, and
place [13, p. 10].

It should be noted that mass profiling does not
yield a 100 % accurate result, as a person’s behav-
ior may not conform to standard models. However,
when used correctly, this method helps to identify
potential threats in a timely manner and respond to
them ensuring the safety of mass and public events.

To improve the effectiveness of mass profiling,
it is necessary to expand the scope of its scientific
research and also to implement positive experience
in its application.

In our opinion, promising areas for the use of
mass profiling in law enforcement activities include:

— integration with information systems. Data on
the behavioral and psychological characteristics of
individuals obtained through profiling can be en-
tered into automated systems and databases. For
example, in the Russian Ministry of Internal Affairs,
this will subsequently speed up the investigation of
repeat crimes and help forecast criminals’ actions.
In the Russian Federal Penitentiary Service, this
information can contribute to the prevention of de-
structive phenomena in institutions;

— use of big data and artificial intelligence tech-
nologies. Analyzing large volumes of data using ma-
chine learning can increase the accuracy of profil-
ing, reveal hidden patterns in criminals’ behavior,
and help forecast risks.

Another key area where profiling technologies
are applied in the work of the Russian Ministry of
Internal Affairs is the development of a psychologi-
cal and forensic profile of a criminal. This process

entails examining the criminal case materials, the
crime scene, the offender’s actions, and the cir-
cumstances surrounding the victim. Based on the
results, a profile (portrait) of the criminal is created,
which includes, among other things, data on their
age, social status, psychological traits, motives, and
the so-called “modus operandi”. Creating a psycho-
logical and forensic portrait (profile) of a criminal
makes it possible to significantly narrow down the
circle of suspects and choose the necessary tac-
tics for conducting investigative measures. These
profiles can be entered into specialized automated
record-keeping systems of the Russian Ministry of
Internal Affairs and other law enforcement agen-
cies, which subsequently significantly facilitates the
search for these individuals in cases of repeated of-
fenses.

According to L.M. Isaeva, V.V. Nesterova and
O. I. Prokof’ev, a psychological and criminalistic pro-
file should be based on the following main elements:
the typicality of the time and place where the crime
was committed, the age and type of the victim, his/
her behavior, the method and tool used to commit
the crime, and actions of the perpetrator [14, p. 79].

In our view, the psychological and criminalistic
profile needs to be supplemented with such char-
acteristics as the offender’s personality traits and
motivation; the dynamics of his/her behavior at all
stages of the crime; and the social context (the vic-
tim’s ties and regional specifics). This will help avoid
simplistic profiling and reduce the risk of erroneous
conclusions, especially when investigating atypical
or isolated crimes.

It is also worth noting that the use of this type of
profiling in the practical work of the Russian Ministry
of Internal Affairs gives rise to a number of problem-
atic issues. Insufficient standardization of its imple-
mentation and a lack of uniformity in methodologi-
cal approaches reduce the level of reliability and
validity of the results, as well as the possibility of us-
ing them as evidence in a criminal trial. The access
to certain personal data of the person in relation to
whom it is carried out is limited. A full-fledged cre-
ation of a portrait (profile) often requires access to
personal (individual) information, as well as psycho-
logical data of the offender, which may be restricted
in accordance with provisions of the current legis-
lation. What is more, specialists may lack required
competences, skills, and abilities [15, p. 5].

The personnel problem is complex and system-
ic in nature. Researchers note the need to include
training in profiling and its specific types in the edu-
cation system and in the professional development
of employees of the Ministry of Internal Affairs of
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Russia, including within the framework of an inde-
pendent discipline entitled “Profiling, Methods for
Identifying Individuals Who Are Planning Criminal
Acts” [16, p. 197].

This proposal is also relevant for employees of
other law enforcement agencies, in particular, the
Federal Penitentiary Service of Russia.

In our opinion, the problem of accessing an indi-
vidual’s personal data during profiling can be par-
tially solved by analyzing open data and sources
(social media, publications, and official registers),
i.e., the so-called digital footprint that a person
leaves on the Internet. When working with data-
bases, anonymization methods can also be used
to prevent the identification of a specific individual
while still allowing for the analysis of general char-
acteristics and trends. Nevertheless, when profil-
ing, it is necessary to take into account the ethical
aspects and risks, to strike a balance between the
need to obtain information for solving crimes and
carrying out other tasks and protect citizens’ rights
to confidentiality and privacy. Any action by an em-
ployee must comply with requirements of the cur-
rent legislation.

Besides, profiling is also used in conducting in-
vestigative and law enforcement intelligence op-
erations and carrying out various types of examina-
tions.

Today, it is crucial for employees of the Russian
Ministry of Internal Affairs to use profiling for pre-
venting terrorism and extremism-related crimes.
These types of crime have shown significant quan-
titative growth over the past three years. Thus, in
January—-November 2025, the number of terrorism-
related crimes increased by almost 60 % (a total of
5,334 crimes of this type were registered), and the
number of extremism-related crimes — by almost
20 % (2,104 crimes were registered).

Today, the use of profiling technologies by em-
ployees of the Russian Ministry of Internal Affairs is
becoming particularly relevant in preventing crimes
of a terrorist nature and those of an extremist na-
ture. These types of crime have shown significant
quantitative growth over the past three years.
Thus, over the eleven months of 2025, the number
of crimes of a terrorist nature increased by almost
60 % (a total of 5,334 crimes of this type were reg-
istered), and the number of crimes of an extremist
nature increased by almost 20 % (2,104 crimes were
registered).

In this regard, the use of profiling technologies
to prevent crimes of a terrorist nature and extremist
activities at the stage of preparation and attempted
crimes has significant potential. Profiling can be

used to prevent impending terrorist acts, identify
individuals involved in already committed terror-
ist acts or extremist activities, search for individu-
als who have committed or prepared a terrorist act,
establish involvement in a terrorist act or terrorist
activities as part of investigative actions, prevent
the spread of terrorist and extremist ideology, and
identify witnesses or individuals who can provide in-
formation about suspects.

The use of profiling technologies in the activities
of the Ministry of Internal Affairs of Russia requires
further improvement and development. In addition
to the proposals mentioned above, it seems rel-
evant to use modern technical tools equipped with
artificial intelligence technologies when applying
profiling. If suspicious behavior is detected, the sys-
tem can signal this to an authorized employee of the
Ministry of Internal Affairs of Russia, who will make
further decisions regarding each specific situation.
Using artificial intelligence, it is possible to identify
individuals who do not conform to the typical visual
and behavioral profile for a given situation and to
forecast their future behavior.

Thus, profiling in the activities of the Ministry
of Internal Affairs of Russia is an effective multi-
functional tool. Its key value lies in its preventive
focus: profiling technologies make it possible not
only to solve crimes that have already been com-
mitted but also to prevent unlawful actions at the
stage of preparation (or attempt). Profiling is a
tool for comprehensive security. Its effectiveness
depends on the balance between technological
capabilities, professional training of personnel,
and compliance with citizens’ legal guarantees.
Further development of the methods under con-
sideration requires a systematic approach: from
standardization (unification) to the implementa-
tion of innovative solutions based on artificial in-
telligence technologies.

Application of profiling technologies in the activi-
ties of the Federal Penitentiary Service of Russia

Today, the application of profiling technologies
within the penitentiary system is undergoing active
development. This is due to the positive effect and
results of profiling, as well as the possibility of suc-
cessful solution of the tasks assigned to the Federal
Penitentiary Service of Russia.

Profiling in the activities of the Federal Peniten-
tiary Service of Russia is a set of socio-psycholog-
ical methods aimed at diagnosing, assessing the
reliability of information, and analyzing the motives
behind the behavior of subjects involved in penal re-
lations. Profiling is applied to employees, suspects,
accused persons, convicts, as well as to other in-
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dividuals involved in the sphere of the social rela-
tions under consideration (individuals located on
the territory of penitentiary institutions, candidates
for service, etc.) [17]. It includes the assessment of
verbal and non-verbal manifestations, appearance,
emotional states, and other factors to forecast be-
havior, identify potentially dangerous situations,
and ensure penitentiary security [18, p. 57].

After analyzing and summarizing the approaches
of scholars and the practice of using profiling tech-
nologies in the activities of the Federal Penitentiary
Service of Russia, we identified the main areas and
types of activities under consideration.

The main area of application of profiling technol-
ogies in the Federal Penitentiary Service of Russia
involves working with suspects, accused persons,
and convicted individuals.

Profiling technologies are applied to newly ar-
rived suspects, accused individuals, and convicts
during performance review of convicts, their prepa-
ration for parole, replacement of the unserved part
of the sentence, and placement on preventive reg-
istration. Various profiling methods are also used
when analyzing group conflicts or crimes in peni-
tentiary institutions (criminal profiling).

The use of profiling technologies in the activities
of the Federal Penitentiary Service of Russia when
organizing work with suspects, accused persons,
and convicts is aimed at:

— timely identification of suspects, accused per-
sons, and convicts who are prone to violating the
established order and conditions of serving a crimi-
nal sentence or being held in custody;

— prevention of group conflicts, disobedience,
and massriots;

— improving the efficiency and effectiveness of
preventive work.

Profiling helps to identify potentially dangerous
signs in the behavior of suspects, accused persons,
convicts, employees (workers), as well as other indi-
viduals involved in the sphere of penal law relations,
to analyze information about person’s personality
and take actions to prevent unlawful acts.

Profiling technologies are used in practical ac-
tivities by employees of operational units, regime
and supervision units, psychological services and
laboratories, and departments responsible for edu-
cational work with convicts.

In the context of ensuring penitentiary security,
profiling complements traditional methods involving
the use of technical and special tools, which do not
always make it possible to identify unlawful inten-
tions of suspects, defendants, and convicts.

According to A.V. Agarkov and V.A. Agarkov, pro-

filing can be used in the activities of operational and
other units as a “hardware-free polygraph,” and its
effective probability can approach 90%. Profiling
can also be successfully applied in solving prob-
lems related to operational investigative psychology
[19, p. 5].

Profiling technologies become particularly rele-
vant in the activities of penitentiary institutions when
identifying suicidal behavior and other deviant be-
havior in suspects, accused persons, and convicts.

In our view, profiling can be an effective tool for
identifying suspects, accused persons, and con-
victs who are prone to committing various destruc-
tive actions, which may subsequently facilitate their
inclusion in preventive records in accordance with
the provisions of the order No. 17 of the Ministry of
Justice of Russia of January 26, 2026, “On the ap-
proval of the procedure for conducting preventive
records of suspects, accused persons, and con-
victs in correctional institutions and investigative
detention facilities of the penal system of the Rus-
sian Federation”.

Paragraph 25 of the order stipulates the fol-
lowing: if, with the help of profiling technolo-
gies, intentions to commit various illegal actions
on the part of suspects, accused and convicted
persons are identified, an employee of the peni-
tentiary institution within one working day from
the date of receipt of such information draws up
a reasoned report addressed to the head of the
institution. Further, according to Paragraph 21,
the decision to place a suspect, accused and
convicted person on preventive registration is
decided at a meeting of the specialized commis-
sion of the institution.

Additionally, profiling technologies can be suc-
cessfully used to identify suspects, accused indi-
viduals, and convicts who may be expected to com-
mit terrorism or extremism-related crimes, as well
as individuals prone to spreading extremist ideology
[20, p. 348].

Overall, according to M.A. Madoyan and S.M.
Madoyan, successful application of profiling tech-
nologies in the penitentiary system can contribute
to ensuring their psychological safety, including
through the analysis of the virtual portrait of both
current and potential employees, as well as con-
victs serving various types of sentences at different
stages of their incarceration [21, p. 28].

The analysis of virtual portraits of employees
and convicts indeed makes it possible to com-
prehensively assess risks, to forecast destructive
scenarios, and to take preventive measures. This
approach is especially important at the stages of
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personnel selection and convict adaptation, where
early diagnosis of psychological problems helps
reduce conflict and increase the overall stability of
the system.

In addition to activities aimed at ensuring peniten-
tiary security, profiling technologies, as mentioned
above, can be used in the selection of candidates
for service. The methodology and technologies of
personnel profiling are similar to those generally
used when hiring candidates for service in other
law enforcement agencies, but they have their own
specific features due to the particular nature of the
tasks assigned to the Federal Penitentiary Service
of Russia.

The purpose of personnel profiling in the penal
system is to determine whether a candidate’s profile
meets job requirements, to identify their strengths
and weaknesses, to verify the accuracy of the infor-
mation provided, and to rule out any criminal history
or criminal intentions.

Let us identify the problems associated with the
use of profiling technology in the activities of the
Federal Penitentiary Service of Russia.

The main set of problematic issues is related to
ensuring the reliability of the conclusions obtained
as a result of profiling and their causal attribution
(the presence of a cause-and-effect relationship
between the parameters and the conclusion), which
may be due to the incompleteness of the source
data, data errors, the limitations of analysis meth-
ods, the subjectivity of interpretation, and the dy-
namic nature of the data.

To improve the reliability of profiling results, it is
necessary to apply validation methods as well as
statistical analysis methods. It is also necessary to
use multi-level approaches, including automated
monitoring and human verification.

Artificial intelligence technologies can serve as
an auxiliary tool when applying profiling in the ac-
tivities of the Federal Penitentiary Service of Russia.
They make it possible to automate data analysis, in-
crease the objectivity of assessments, and optimize
management processes.

By using artificial intelligence technologies in
profiling activities, the following tasks can be suc-
cessfully addressed:

— to analyze the behavior of suspects, accused
individuals, convicts, employees (workers), and
other persons involved in the sphere of penal law
relations, and to identify various manifestations of
destructive behavior, as well as preparatory actions
leading to destructive behavior;

— to create digital profiles of suspects, accused
individuals, and convicts, including data on their

personality, the incriminated act, the presence of
criminal records, psychological characteristics, and
a history of violations. Such profiles can facilitate
the profiling process due to the existing informa-
tional basis of the initial data.

— to forecast the degree of rehabilitation of sus-
pects, accused persons, and convicts [22];

— to automate official and documentation pro-
cesses related to profiling, etc. [23; 24].

In the practical activities of penitentiary institu-
tions, the use of artificial intelligence technologies
is reflected in the “Digital pre-trial detention center”
and “Digital correctional facility” projects. These
projects are implemented to improve safety, auto-
mate monitoring processes, and optimize staff per-
formance.

The pilot project “Digital pre-trial center” sup-
ported by the government was implemented in 2022
in the pre-trial center No. 2 of the Federal Peniten-
tiary Service of Russia in Moscow.

The key elements of the project were the follow-
ing:

— an Incident Management system. It includes
more than 350 video cameras with automatic inci-
dent detection in six scenarios: a fight, escape, sui-
cide, poor visibility, smoke, and finding a prisoner
at a window (to prevent cell-to-cell communication);

— biometric identification for identifying arrested
persons,

— an analytical system for a quick search for
information, generating reports, developing and
printing all-points bulletins,

— automation of processes. It covers entrance
control, security screening, movement tracking,
and monitoring of the situation.

The project’s database includes more than 300
individuals who are prone to delinquency. It takes
about 20 seconds to find information about a spe-
cial agent. As of today, this project is considered
one of the most technologically advanced.

The pilot project “Digital correctional facility”
was launched in July 2025 in the correctional facility
No. 6 of the Directorate of the Federal Penitentiary
Service of Russia for the Vladimir Oblast.

The project’s distinctive features include:

—recording of voice and facial images (the neural
network digitizes these data forming digital profiles
of convicts);

— biometric registration, which includes the use
of fingerprints, iris patterns, and voice timbre;

— intelligent algorithms that track movements
within the territory, promptly identifying suspicious
activity;

— non-contact biometric systems that record
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people’s movement trajectories without physical
contact;

— automation of routine operations (maintaining
accounting documentation and processing video
materials).

The project is aimed at enhancing security, opti-
mizing record-keeping, and improving the respon-
siveness to potential threats. The Vladimir Oblast is
the first region in Russia where such a system has
been installed in a correctional facility.

In our opinion, these projects have already prov-
en their effectiveness in practice and require further
scaling up within other territorial bodies of the Fed-
eral Penitentiary Service of Russia.

Another key issue is the training of qualified spe-
cialists in the field under consideration. Employees
of the penal system should know the basics of pro-
filing and be able to apply it in practice.

For example, in 2020-2022, a pilot project on
profiling training was implemented at the Tomsk In-
stitute for Advanced Training of Employees of the
Federal Penitentiary Service of Russia. The train-
ing included studying temperament, character ac-
centuations, emotional states, anti-manipulative
behavior, communication aspects, and profession-
ally important qualities of a profiler specialist. The
conducted training helped increase the percentage
of employees using profiling methods to assess the
behavior of inmates: from 70 % in 2020 to 83 % in
2021-2022. An increase was also noted in the num-
ber of convicts placed on preventive registration
using profiling methods: from 6 people (13 % of the
total number placed on registration) in 2020 to 32
people (52 %) in 2022 [25, p. 55].

Some educational organizations of the Federal
Penitentiary Service of Russia, in particular the
Vologda Institute of Law and Economics of the Fed-
eral Penitentiary Service of Russia, offer advanced
training programs and academic disciplines related
to profiling, for example, “Profiling Technologies in
Ensuring Personal Safety.” At the University of the
Federal Penitentiary Service of Russia, a profes-
sional development program “Ensuring Security
in Institutions and Bodies of the Penal System” in-
cludes a topic devoted to profiling technologies.

A number of territorial bodies of the Federal Peni-
tentiary Service of Russia have accumulated posi-
tive experience in training employees to use profiling
technologies, including as part of group training. For
example, in March 2023, the training methods meet-
ing on the use of profiling in the activities of the agen-
cy was held at the Angarsk juvenile correctional facil-
ity of the Main Directorate of the Federal Penitentiary
Service of Russia for the Irkutsk Oblast. The category

of trainees included psychologists, operational staff,
and employees of the regime and supervision de-
partments. In addition to theoretical training, practi-
cal classes on detecting lies and conducting nego-
tiations using profiling tools were conducted with the
participants of the training methods meeting.

In our opinion, the activities aimed at training
employees of the penal system in profiling tech-
nologies need to be further scaled up. They should
begin with training cadets and students as part of
obtaining higher education at departmental univer-
sities of the Federal Penitentiary Service of Russia.
The practices of retraining and professional devel-
opment for employees (mainly psychologists, op-
erational staff, and employees of the regime and
supervision departments) should also be expanded
as part of studying various types of profiling. Con-
solidation of the acquired knowledge should be car-
ried out as part of the team training of employees,
which should be implemented at least once every
six months.

Thus, the use of profiling technologies in the ac-
tivities of the Federal Penitentiary Service of Russia
is a key tool forimproving the overall efficiency of the
service, ensuring security, and preventing destruc-
tive behavior. Presence of highly qualified special-
ists and continuous improvement of work methods
are required. A promising direction is the continued
advancement of personnel profiling, as well as the
incorporation of profiling techniques into the routine
operations of field units, security departments, and
oversight agencies.

Foreign experience in applying profiling in law
enforcement covers several areas: criminal profiling
for crime detection, ensuring security on transport
and at mass events, and training specialists. Profil-
ing technologies are evolving taking into account
new methods of data analysis and behavioral pat-
terns. In addition, abroad, profiling is also used in
the penitentiary sphere of social relations.

In the United States, profiling began to develop
actively in the 1970s. In 1972, a behavioral sciences
unit was established at the FBI Academy, which be-
came the foundation for the development of crimi-
nal profiling. Specialists analyze the type of crime,
motives, and method of committing the act in order
to create a profile of the offender, including data on
his/her gender, age, social status, and psychologi-
cal characteristics.

In American correctional facilities, the tech-
nologies under study are used to monitor inmates’
behavior in real time using sensors and cameras.
Smart video surveillance systems with artificial in-
telligence algorithms automatically detect suspi-
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cious events (discipline violations, aggression, and
escape attempts) and immediately inform the secu-
rity staff.

In the UK, profiling is included in the Murder In-
vestigation Manual and is used to train senior de-
tectives. In the penitentiary system, it is used to de-
termine the level of a prisoner’s security (minimal,
moderate, and strict). In some prisons across the
country, a monitoring system with video surveil-
lance is used, with an emphasis on psychological
work with inmates. For example, some facilities of-
fer opportunities to participate in educational and
labor programs, thus reducing the level of violence
and aggression.

We believe some positive foreign practices could
be implemented in domestic law enforcement, such
as:

— establishment of specialized units engaged in
profiling on a permanent basis. At the initial stage, it
is possible to introduce one staff position in the psy-
chological units of the Ministry of Internal Affairs of
Russia and the Federal Penitentiary Service of Rus-
sia with subsequent staff expansion.

— introduction of clear algorithms and method-
ologies that will help standardize the profiling pro-
cess, making it more predictable and effective; de-
velopment of geographical profiling, which analyzes
the connection between the locations where crimes
are committed and the place of residence (or loca-
tion) of the offender;

— development of interdisciplinary cooperation,
involving experts from various fields of knowledge
to conduct a more in-depth analysis of the causes,
conditions, and nature of specific types of crime;
thus, more factors when creating a criminal profile
can be considered.

— integration of modern technologies into the
profiling process, development or adaptation of
software systems for data analysis, use of lie detec-
tion systems and other technical tools;

— development and implementation of profiling
educational programs for law enforcement officers,
basic courses, and training using simulators (for ex-
ample, virtual reality) to practice skills in conditions
close to real-life ones.

Conclusion

The analysis of the use of profiling technologies

in the activities of the Ministry of Internal Affairs of
Russia and the Federal Penitentiary Service of Rus-
sia demonstrates the effectiveness of profiling a
tool for ensuring security in modern conditions. Its
versatility allows the technology to be applied in
various fields, especially in law enforcement. Law
enforcement agencies, primarily the Ministry of In-
ternal Affairs of Russia and the Federal Penitentiary
Service of Russia, are actively implementing profil-
ing technologies to address the tasks assigned to
them.

— in the activities of the Ministry of Internal Af-
fairs of Russia, profiling technologies are used in
the following areas: transport profiling, mass pro-
filing, creating psychological and forensic profiles,
and preventing terrorism and extremism-related
crimes;

— in the activities of the Federal Penitentiary
Service of Russia, profiling is used to organize pre-
ventive work with suspects, accused persons, and
convicts, to carry out personnel selection, to ensure
penitentiary security, and to prevent destructive be-
havior;

— the use of profiling technologies in the Ministry
of Internal Affairs of Russia and the Federal Peni-
tentiary Service of Russia is hindered by the insuffi-
cient standardization of its methods, limited access
to personal data, shortage of qualified specialists,
and the need for continuous improvement of the
technologies;

— the prospects for the development and im-
provement of profiling technologies are linked to the
integration of artificial intelligence technologies into
profiling activities, the standardization of profiling
methods, the development of a system for training
specialists, and the expansion of the areas in which
profiling is applied;

— to improve the use of profiling technologies,
it is necessary to draw on positive foreign experi-
ence in this field. In particular, it is necessary to
consider the creation of specialized units within the
staffing structure of law enforcement agencies. At
the initial stage, this idea can be implemented by
introducing appropriate staff positions in the psy-
chological departments of the Ministry of Internal
Affairs of Russia and the Federal Penitentiary Ser-
vice of Russia.
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