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Abstract

Introduction: the article is devoted to the search for valid alternatives to
imprisonment — punishment, which remains the basis of the entire system
of establishing and implementing criminal liability. The processes of digital
transformation of society have a significant impact on the specifics of the
realization of individual rights, freedoms and legitimate interests, as well as
form new “digital rights” for each person. Therefore, it cannot be ruled out that
in the society of digital transformation, physical restriction in space will not be
so painfully perceived by a criminal as the deprivation or restriction of access
to network resources, through which the vast majority of rights and legitimate
interests, the ability to perform work or provide services remotely, will be realized.
Methods: comparative legal, empirical methods of description, interpretation;
theoretical methods of formal and dialectical logic; private scientific methods
of content analysis and interpretation of legal norms. Results: the analysis
shows that information and telecommunication tools and technologies are
already playing a very important role in all spheres of life for people under the
age of 25. Even the limitation of the time of using these funds is perceived by
the experiment participants as extremely painful. The purpose of this work is to
assess the importance of information and communication technologies, Internet
resources and other means of digital communication. An experimental study of
theirimportance in the complex spheres of human daily life is conducted. On this
basis, it can be pointed out thatitis promising to find an alternative to the physical
isolation of a convicted person from society in the field of deprivation/restriction
of access to information and telecommunication means of communication,
digital services and other digital resources to ensure realization of the individual
rights, freedoms and legitimate interests. Conclusions: it is promising to find
an alternative to the physical isolation of a convicted person from society in the
field of deprivation/restriction of access to information and telecommunication
means of communication, digital services and other digital resources to ensure
realization of the personal rights, freedoms and legitimate interests.
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For more than 15 years, the Russian Federa-
tion has been implementing a policy of human-
izing criminal legislation. The current Criminal
Code of the Russian Federation at the time of
entry into force differed from the Criminal Code
of the RSFSR in 1961 with an increased degree
of punitive effect, which manifested itself in
many aspects of criminalization and penaliza-
tion. However, at the beginning of the 21st cen-
tury, officials of the highest state authorities be-
gan to make public statements about the fallacy
of trying to solve the problem of crime preven-
tion by increasing the severity of criminal liabil-
ity measures [1]. Moreover, tougher penalties
entailed diametrically opposed results of the
criminal law response. A person who had been
isolated from society for a long time at various
stages of criminal proceedings acquired stable
antisocial behavioral attitudes. This contributed
to the commission of new crimes reflected in
the positive dynamics of recidivism and profes-
sional crime rates in the country [2, pp. 94-95;
3, pp. 17-22].

Information technology development is fun-
damentally changing the life of a person, soci-
ety and the state. Introduction of new technol-
ogies into everyday life can have a significant
impact both on the formation of individual hab-
its and on the transformation of social environ-
ment as a whole. Nowadays, information and
telecommunication networks have become,
without exaggeration, a part of most people’s
lives. Without information resources, as well
as the means of their creation, processing and
transmission, no production process is con-
ceivable.

The use of modern electronic technically so-
phisticated devices has an impact on ensuring

the security of the state and, in particular, on the
prevention of crimes and the implementation of
various types of punishments. New objects of
criminal law protection are being formed, and
alternative types of punishments are being ac-
tively introduced. All this is being implemented
against the background of repeated publica-
tions shaping a political course aimed at hu-
manizing the system of punishments in the Rus-
sian Federation.

The analysis of sources describing prob-
lems of the criminal punishment system pro-
vided for by the current Criminal Code of the
Russian Federation allows us to conclude that
the reasonable application of measures re-
stricting human and civil rights and freedoms
is one of the means of combating crime. Thus,
A.N. Pavlukhin notes that the formation of a
balanced system of punishments and condi-
tions for their execution allows the state, as
a whole, to effectively build crime prevention
measures [4].

Active imposition of sentences not relat-
ed to isolation from society by the courts has
significantly reduced the number of people in
penitentiary institutions. At the same time, the
analysis of officially published data from the Ju-
dicial Department of the Supreme Court of the
Russian Federation for 2011-2024 shows that
the proportion of those sentenced to alterna-
tive imprisonment, despite different dynamics
of indicators, has not changed over the decade.
At the same time, the number of convicts sen-
tenced to deprivation of the right to hold cer-
tain positions or engage in certain activities
does not exceed 0.5% of the total number of
alternative punishments [5]. The objectivity of
statistical data is discussable and can lead to
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the change the meaning of key criminological
indicators. For example, according to Gorod-
nyanskaya V.V., the crime rate is a relative value
(expressed in percentages, per million, coeffi-
cients) [6, pp. 31-32].

This opinion is confirmed by the official po-
sition of law enforcement and judicial authori-
ties, which note a decrease in the number of
crimes registered on the territory of the Rus-
sian Federation. As noted in the report of the
Chairman of the Supreme Court of the Russian
Federation, I.L. Podnosova, in 2024, 29% of
the persons were sentenced to real imprison-
ment, while 71% of them - to alternative pun-
ishments unrelated to real imprisonment, or
provisions on release from punishment were
applied [7].

In legal literature there is an opinion that the
system of punishments essentially determines
social effectiveness of the criminal law policy of
any state [8]. However, it should be noted that
regardless of the type of punishment imposed,
the variety of types of punishments does not
contribute to reducing recidivism of convicts
[91.

In accordance with Article 7 of the Criminal
Code of the Russian Federation, punishments
should be based on the principle of humanism
and not cause physical suffering or humiliate
the offender. We take into account the opinion
abouttheimportance of a group of punishments
that have a moral and psychological impact on
the convict [10]. It is customary to include only
one type of punishment in this group — depri-
vation of a special, military or honorary title,
class rank and state awards. The punishment is
“shameful” and has a moral and psychological
impact.

The mentioned penalty is applied only to
a certain category of perpetrators, it is not
provided for an ordinary person. As an ex-
ception, we note punishments, specified in
Article 21 of the 1960 Criminal Code of the
RSFSR, such as public censure and the obli-
gation to make amends for the harm caused,
which were educational and preventive in
nature. If we agree with A.V. Naumov’s opin-
ion regarding the first one that this type of
punishment violates human rights and free-
doms [11], then regarding the obligation to
make amends for the harm caused, we sup-

port the stance of A.V. Zubkova that this type
of punishment could play an important role
in the market economy [12].

In the context of globalization, punishment
related to the group of moral and psychological
ones should act in such a way that the perpetra-
tor can realize the illegality of actions and cor-
rect his/her behavior, at the same time taking
into account current digitalization. As A.N. Suk-
hov notes, when digitalization processes are
actively implemented in all spheres of human
activity, there is a change in human conscious-
ness and social values [13]. Consequently,
punishment that is educational or preventive in
nature should correspond to the processes of
globalization.

For example, the state fulfills its punitive
function by applying electronic bracelets and
security television systems in relation to con-
victs and designing and using various data-
bases and thus restricts the rights and free-
doms of the perpetrator significantly. Despite
active introduction of digital technologies into
the state criminal and penal policy, this topic
is insufficiently discussed in scientific com-
munity. As noted by A.N. Savenkov, “many
researchers openly declare the insufficiency
(imperfection) of the use of digitalization in
the sphere of criminal legislation, the Rus-
sian professional community continues to re-
main indifferent to the issue of enhancing its
development and de facto ignores beneficial
effects that have emerged due to the latest
opportunities for its application in practice”
[14]. According to A.V. Serebrennikova, “some
aspects of the development of criminal legisla-
tion in our country, including the use of digital
technologies in determining punishment and
its execution, still remain in a frankly backward
state” [15].

We agree with E.A. Russkevich’s opinion
that criminal law is focused on solving the
question of what to punish, but not how to pun-
ish [16]. M.M. Babaev and Yu.E. Pudovochkin
rightly point out in this regard that the issue of
designing sanctions is one of the most contro-
versial and, unfortunately, the least studied. At
the same time, its complexity is determined by
a variety of parameters not only of a criminal-
legal, but also of a criminal-political nature
[17].
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Considering digitalization issues, it is neces-
sary to note a small number of works on legal
issues. At various times, these aspects were
considered in the works of N.Yu. Gur’yanov,
E.A. Istomina, A.E. Kon’kov, A.A. Kosorukov,
L.V. Smorgunov, and others [18; 19].

Researchers most often consider a con-
cept of “digital law”. According to V.V. Arkhipov,
“there is a substantive unity regarding the reso-
lution of a number of systemic issues of using
the Internet space by means of legal, techni-
cal and software tools (jurisdiction, informa-
tion protection, virtual currency, etc.)” [20, pp.
118-119]. Therefore, the object is the regulation
of public relations in the field of the use of infor-
mation technologies, ensuring digital data pro-
tection, regulating the use of the Internet and
the computer environment.

However, we have not been able to find any
works describing the possibility of introducing
restrictions on the use of digital technologies as
a measure of restriction or as a form of punish-
ment. Considering the possibility of using digi-
tal technologies in the punishment system, it is
necessary to note technical difficulties in solv-
ing this issue. As noted by Yu.A. Tikhomirov, the
use of digital technologies in the activities of
penal authorities requires a change in the sys-
tem of punishments itself [21].

Analyzing judicial practice, we note the ap-
pearance of sentences based onthe application
of Article 47 of the Criminal Code of the Russian
Federation, which attempts to limit a person’s
digital capabilities as an additional punishment:
deprivation of the right to engage in activities
involving the use of the Internet information
and telecommunications network (for example,
the verdict of the Staryi Oskol City Court of the
Belgorod Oblast of October 16, 2017 in case
No. 1-311/2017) [22], or deprivation of the op-
portunity to use the Internet itself (the verdict
of the Khasavyurt District Court of the Republic
of Dagestan of November 22, 2017 in case No.
1-173/2017) [23].

In modern conditions, it is quite difficult to
imagine such a relationship between physi-
cal and digital isolation of a person. In 2023-
2024, we conducted a sociological study
covering students and staff of the Ugra State
University. The research was conducted on a
voluntary basis, gratuitously (financially, edu-

cationally, and otherwise), and confidentially.
The purpose was to establish the degree of
importance of human network communication
in modern society and its impact on the quality
of life.

The research process included three stages.
First, all participants were surveyed on issues
that revealed the importance of mobile com-
munications, information and telecommunica-
tion networks, and other digital means of cre-
ating, storing, and/or exchanging information in
their professional and daily lives.

The questionnaire includes 18 questions,
compiled taking into account results of the
latest domestic and foreign sociological and
psychological research in the field of harmo-
nization of all key areas of modern human life
and the degree of human needs satisfaction
(happiness). In a broad sense, such areas of
life include family, professional activity, health,
friendship, hobbies, and financial well-being
[24-27].

Second, within one week, the experiment
participants were asked to completely aban-
don mobile communications and information
and telecommunication networks, primar-
ily the Internet. They could use conventional
(wired) telephone communication facilities
without restrictions to communicate with sub-
scribers of both linear and mobile telephone
operators. During this period, each participant
in the experiment undertook to keep a diary
in which he/she recorded daily positive and
negative changes associated with the refusal
to use these high-tech tools. The participants
had to pay special attention to changes in the
possibilities of exercising their rights, free-
doms and legitimate interests, which in every-
day life can be carried out using mobile and
digital telecommunications.

At the third stage, the participants who
had refused to use mobile communica-
tions, information and telecommunications
networks, including any Internet resources,
were asked about changes in their comfort
level in the conditions of digital isolation
from society.

Having analyzed the results received, we
came to a conclusion about the importance of
digital technologies for a modern person, in-
cluding those that ensure communication pro-
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cesses with other representatives of society,
legal entities, state and municipal authorities
and institutions. The prospect of reviewing the
degree of importance of social values in soci-
ety after the completion of the digital transfor-
mation process, and therefore the possibility
of changing the system of penalties provided
for by the current criminal law, was also deter-
mined.

The first stage of the survey covered 50 peo-
ple (100%) aged 18-25. According to the sur-
vey results, 84% of the respondents had been
using mobile communications for more than 5
years; 20% of the respondents have 60 to 100
contacts in their phone book, while 62% — 200
to 300 contacts. At the same time, during the
week, 36% of the respondents communicate
with 11-19 people and 54% — with 20-29 peo-
ple. Thus, a modern person has ample oppor-
tunities to communicate with a significant num-
ber of people without directly contacting them.
The majority of respondents meet the needs
of direct communication by talking with a rela-
tively small circle of people, in particular, family
members, close friends, a small number of fel-
low students, etc.

The survey data confirmed extremely high
intensity of the use of mobile and Internet com-
munications to solve various tasks: communi-
cation, information search, shopping, games
and other entertainment, education, contact-
ing authorities, creativity, physical activity plan-
ning, health monitoring, etc. The most popular
activity types are those carried out using a mo-
bile phone or other means of Internet connec-
tion (75% of the respondents):

— information search on websites and other
Internet resources - up to 4 hours on a weekday
and up to 2 hours on a day off;

— communication with colleagues (work/
study) — up to 2 hours on a weekday;

— communication on social networks and
messengers — up to 3 hours on a weekday and
up to 4 hours on a day off;

— watching movies, videos, and other enter-
tainment content — up to 2 hours on a day off;

— online games — up to 2 hours on a day off;

— shopping, online orders - at least 1 hour on
both a weekday and a day off.

When asked about the total time of conver-
sation/messages with a loved one, 64% of the

respondents indicate 3 hours on a weekday and
2 hours on a weekend. Besides, 32% of the re-
spondents spend 1 hour on a weekday and 3
hours on a weekend chatting with friends.

Contactless (NFC) payment is used by all
survey participants. Cash is used in excep-
tional cases when paying for goods (works,
services). 84% of the respondents indicated
that they had no need for cash. Finally, all
the respondents would feel a strong sense of
discomfort if their phone and the information
contained in it were lost, as well as if access to
them was restricted.

Out of 50 respondents, only 7 people agreed
to participate in the second stage of the experi-
ment. They confirmed their willingness to aban-
don any use of a smartphone or other means of
Internet communication within a week. Howev-
er, none of them could fulfill the specified con-
dition. On the first day, 4 people started using
the phone, 2 — after two days of the experiment,
and 1 participant — on the fourth day of the ex-
periment.

Students who tried not to use these digital
communication tools for a week mentioned a
very negative impact of such a refusal on all ar-
eas of their lives. One of the main reasons for
refusing to continue participating in the experi-
ment, including on the very first day, was the
inability to communicate normally with loved
ones. Limited communication time, as well as
difficulties in using obsolete means of commu-
nication, proved to be an insurmountable con-
dition for the respondents, which led to an early
withdrawal from the experiment.

Some people experienced significant dis-
comfort due to reduced communication with
friends and classmates. Others found out
that personal communication did not take up
as much time in their lives as long-distance
communication. One person admitted that
prolonged personal communication caused
him difficulties and negative emotions, unlike
online communication with the same people.

According to all experiment participants, the
refusal to use a mobile phone has a very nega-
tive impact on the material sphere of their lives,
in particular, the inability to receive money from
their parents, the difficulty of storing cash and
the inconvenience to make payments. One
person mentioned that she had felt a sense of
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shame and inferiority when she had to pay for a
taxi ride in cash, rather than through non-cash
payments.

At the end of the survey, all the participants
confirmed that information telecommunica-
tions are one of the conditions for them to
achieve necessary quality of life. For this rea-
son, the refusal to use them even for a short pe-
riod generates a feeling of inferiority. However,
restrictions in the field of direct communication
with others do not cause a pronounced nega-
tive reaction. The respondents find distance
learning and/or work rather probable, even for
a long time — from 1 to 3 months.

The results obtained indicate that, despite
the incompleteness of the digital transforma-
tion process, for a modern person, informa-
tion and communication technologies, Internet
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